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Reform began in 2012, aimed at harmonising data protection across the EU via a General Data Protection Regulation, 
which, as an EU regulation, would have direct effect across all EU member states. This reform also sought to ensure that 
the governing law was updated to account for the rise of personal technology, and the vast array of devices now at the 
EU’s disposal. New technology means new risks, as well as new ways of collecting and using data. 

It took nearly four years of consultation to agree the General Data Protection Regulation (the GDPR or Regulation), and it 
was formally adopted 27 April 2016 and published in the Official Journal of the European Union 4 May 2016, entering into 
force 20 days later. A transitional period of two years was then agreed, during which organisations would have time to 
prepare for 25 May 2018, when the Regulation becomes enforceable. 

This is now only three months away, so we wanted to update you on how to use this time to your advantage. With this in 
mind, we have produced this mini-guide using our experience from GDPR projects we’ve been guiding our clients on, and 
providing answers to some of the questions we are most frequently asked. Where you see a speech bubble, these are 
comments and questions gathered directly from our clients during a GDPR planning event held in London 23 November 
2017. 

We hope you find this guide useful; however, if you would like further information, please get in touch with one of our 
below key contacts for GDPR queries, or with any of our global team members included within this guide. 

 
 

  

The background 

For a little more than 20 years, the protection of individuals in relation to the 
collection, use and processing of their personal data has been governed in 
Europe by the Data Protection Directive (95/46/EC) (the Data Protection Directive)
adopted and implemented in national law by all 28 EU member states. 
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The long arm of the law 
The GDPR applies to controllers and processors “regardless of whether the processing takes place in the European 
Union or not”. The extra-territorial application of the GDPR is triggered when:  

• Goods or services are offered to EU citizens; or 

•  The behaviour of EU citizens is monitored or tracked through the use of technology 

Organisations which do not have an establishment in the EU – and which consider themselves to operate outside the 
scope of EU data protection law – are now subject to data protection regulation pursuant to the GDPR. 

Increased powers of enforcement 
Supervisory authorities have robust enforcement powers which go far beyond those under the Data Protection Directive. 
Supervisory authorities may, for example:  

• Order controllers or processors to provide information 

• Access a controller or processor’s premises and equipment 

• Issue warnings and reprimands 

• Limit or ban data processing 

• Impose administrative fines of up to €20 million or 4 per cent of total worldwide turnover 

The scope of enforcement powers available to supervisory authorities and their implications for businesses will ensure 
that GDPR compliance remains a board-level concern. 

Supply chain accountability and due diligence 
The greatest impact of the GDPR on a controller’s dealings with its suppliers amounts to ensuring sufficient guarantees of 
data protection. This was previously being seen in the Data Protection Directive, but was not anchored as a legal 
requirement in such explicit terms as we see now.  However, as with several aspects of the GDPR, greater clarity is 
expected through regulatory guidance, as well as EU member states’ delegated powers.  

Data protection: design or default? 
The GDPR introduces Data Protection by Design and Data Protection by Default, which, in practice, means that all 
organisations must take data protection into consideration from the outset of projects or new initiatives. 

Rights of individuals 
The GDPR preserves a number of existing rights of data subjects to access their personal data, but importantly, as well 
as providing further obligations on those existing rights, it also creates new rights. 

Why comply? 

The new regulation will require organisations to implement and comply with a 
multitude of new obligations. Organisations will be required to produce 
documentary evidence of compliance, honour new rights for individuals, and be 
exposed to increased sanctions at up to 4 per cent of worldwide annual turnover, 
as well as group (class) actions. A few areas to note are detailed further below. 
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The path to GDPR compliance 

• Stakeholder awareness:  Embed data protection across your business functions 

• Data inventory:  Assess and record your data processing activities 

• Gap analysis: Identify what needs to be updated or newly introduced to comply with the GDPR compliance 
requirements 

• Implementation plan: Create a compliance programme to address the compliance gaps 

• Governance/data protection officer: Assess whether the appointment of a  DPO is necessary, and create a  
governance structure to support accountability requirements 

• Supply chain/processors: Ensure supplier contracts contain adequate provisions to meet GDPR  requirements 

• Cross-border data transfers: Review legal mechanisms for cross-border data transfers from the EEA 

• Accountability processes: Prepare tools and processes to document and implement compliance 

• Data subjects’ rights: Prepare policies and procedures to ensure requests to exercise rights can be handled 
effectively 

• Data breach notification: Prepare a policy handling data breaches and notification requirements 

What should your organisation be considering now, with three months to go? 
1 Data inventory, gap analysis and implementation plan 

2 Data protection impact assessments (DPIAs) 

3 Data protection by design or by default? 

4 Data breach notifications and breach response planning 

5 Supply chain 

 

The path to compliance involves 10 steps you should be aiming to complete 
between now and 25 May 2018: 
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Right Requirement 

New rights 

Right to restrict processing  Controller to cease processing where: (i) accuracy is contested by the data subject; (ii) 
processing is unlawful but the data subject does not request erasure; (iii) processing is no 
longer necessary; or (iv) data subject has objected to the processing, and controller 
determines that no overriding legitimate grounds exist. 

If data disclosed to third party, controller to inform them of restriction, unless this is impossible 
or involves disproportionate effort. 

Rights against automated 
decision making and 
profiling 

Controller to identify whether operations constitute automated decision making, and update 
such operations so as to ensure process allows for human intervention. Exemptions available 
to controller. 

Right to data portability Controller to provide the personal data (that are processed in an automated way) in a 
structured, commonly used and machine-readable format, and, where requested and 
technically feasible, transmit them directly to another controller. 

 

Right Requirement Changes to existing law(s) 

Existing rights 

Right to be informed Controller to provide data subjects with information 
relating to the processing of their personal data in a 
concise, clear and intelligible manner. 

More detailed information to be provided 
and depends on whether data obtained 
directly from data subject. 

Right of access Controllers to confirm whether personal data are 
being processed, and if so, provide access. 

Information to be provided free of charge 
and within one month of receipt. Where 
request made electronically, information 
to be provided in a “commonly used 
electronic format”.  

Right to rectification Controller to rectify inaccurate or incomplete 
personal data without undue delay. 

 

Where controller has disclosed personal 
data to third party, controller to inform 
them of rectification. 

Right to object Controller to cease processing where data subject 
objection to processing is: (i) based on certain 
grounds (public interest or legitimate interest); or (ii) 
for certain purposes (research or statistics). Some 
exemptions may be available to controller.  

Data subject has absolute right to object to data 
processed for direct marketing purposes. No 
exemptions are available to controller. 

Right to object to personal data being 
used for statistical or research purposes 
may be overridden where the controller 
implements appropriate safeguards. 

Right to erasure (‘right to 
be forgotten’) 

Controller to erase personal data when: (i) no 
longer necessary; (ii) consent is withdrawn; (iii) 
data subject objects and controller has no 
overriding legitimate grounds to hold data; (iv) data 
is unlawfully processed; (v) necessary to comply 
with a legal obligation; or (vi) processed in 
connection with an online service offered to a child. 

Broader, more specific rights created. If 
data disclosed to third party, controller 
must inform them of erasure unless it is 
impossible or involves disproportionate 
effort. 

 

Data subject rights 

The GDPR preserves a number of existing rights of data subjects to access their 
personal data, but importantly, as well as providing further obligations on those 
existing rights, it also creates new rights. The below table summarises the impact 
and key obligations as regards controllers receiving requests from data subjects. 



 

06 

S

Su
Co
Th
and
inc

Su
Th
nat
the
sub

• 

• 

• 

• 

• 

• 

• 

 

Th
am
be
re
as
we

Ap
• 

• 

 Reed Smith 

Supply

upplier du
ontrollers are 
ey will need t
d resources, 

cluding measu

upplier ob
e processing 
ture and purp

e specific task
bjects. Under

Only proces

Ensures tho

Takes all se

Ensures the 

Assists the c
requests by 

Deletes or re

Makes availa

he greate
mounts to
eing seen
equiremen
spects of 
ell as EU

pproaches
We have fou
with supplier

−  A numb
could ag

− You cou
agreeme

− You cou
return th

− Where t
approac
GDPR –
services

The approac
the length of

 The General

y cha

ue diligenc
required to ca
to ensure sup
to implement
ures to ensur

bligations 
 by a supplie

poses of the p
ks and respon
r article 28 of 

ses personal

se with acces

curity measu

 same obliga

controller with
individuals to

eturns all pers

able all inform

est impac
o ensurin
n in the D
nt in such
the GDP

U member

s to amen
und that many
rs.  If existing

ber of the big 
gree to. 

uld agree a ne
ent. 

uld issue a let
he letter. 

there is a com
ch of issuing a
– you believe 
s by the supp

ch that you sh
f the remainin

l Data Protect

in  

ce 
arry out due d
ppliers can pr
t technical an
re the security

r should be g
processing, th
nsibilities of th
the GDPR, th

 data on docu

ss to persona

res required 

tions flow dow

h regards com
o exercise the

sonal data at

mation necess

ct of the G
g sufficie

Data Prote
h explicit 
PR, greate
r states’ d

ding exist
y organisation

g supply agree

suppliers are

ew Data Prote

tter agreemen

mpliance-with
a letter which
that the cont
lier constitute

hould adopt w
ng term of the

ion Regulation

diligence on s
rovide sufficie
nd organisatio
y of processin

governed by a
he type of per
he supplier, a
he contract m

umented instr

al data have c

under the Re

wn to sub-con

mpliance with
eir rights unde

t the end of th

sary to demo

GDPR on
ent guara
ection Dir
terms as
er clarity 
delegated

ting suppl
ns are strugg
ements need 

e issuing their

ection schedu

nt that seeks 

-all-laws clau
 states that a

tract should b
es acceptance

will depend on
e contract, an

n: Three mont

suppliers (pro
ent guarantee
onal measure
ng.  

a written, bind
rsonal data, a
and the risks 
must stipulate 

ructions 

committed the

egulation 

ntractors 

 their obligati
er the Regula

he arrangeme

onstrate comp

 a contro
ntees of d
rective, b

s we see 
is expect

d powers

ly contrac
ling with the 
to be amend

r own set of G

ule with the s

to amend the

use in your su
as a result of a
be amended i
e by performa

n a number o
d type of data

ths to go  

ocessors) pro
es, in particula
s which will m

ding contract,
and the data s
involved to th
that the supp

emselves to c

ons under the
ation 

ent 

pliance with th

oller’s dea
data prot

but was no
now.  Ho
ted throu
. 

cts 
process of am

ded, four main

GDPR-complia

supplier which

e existing con

upply agreeme
a change in t
n certain way
ance of those

f factors, incl
a that is being

ocessing pers
ar in terms of 
meet the requ

 setting out th
subjects. It m
he rights and 
plier: 

confidentiality

e Regulation,

heir obligation

alings wit
tection. T
ot ancho

owever, a
gh regula

mending their
n approaches

ant supply ag

h could be ap

ntract, and as

ent, you coul
he law - i.e., t

ys, and that th
e new terms.  

uding the imp
g processed. 

onal data on 
expert know

uirements of t

he subject ma
must also take

freedoms of t

y 

, including res

ns 

h its supp
This was p
red as a 
s with se
atory guid

r existing arra
s can be adop

greement term

pended to the

k the supplie

d take the ag
the introducti
he continued 

portance of th

their behalf. 
ledge, reliabi
he Regulation

atter, duration
e into account
the data 

sponses to 

pliers 
previousl
legal 

everal 
dance, as

angements 
pted:  

ms, which you

e existing 

r to sign and 

ggressive 
on of the 
provision of 

he contract, 

lity 
n, 

n, 
t 

y 

s 

u 



 

In t

• 

• 

A 
Th
sho

D

Th
pr

T
•

•

•

•

the event of a

 The nationa
individuals –

Individuals a
delay 

prime are
e UK has no 
ould be consi

Data b

he GDPR
rotection 

Top tips 
• There are 

• Consider a

• Train staff

• In event o

a data breach

al supervisory
– within 72 ho

affected wher

ea for litiga
requirement 
idered the mi

breac

R will requ
authority

artificial intel

a full data bre

f on how to re

f a breach, re

h, controllers

y authority wh
ours 

re the breach 

ation 
for security s
nimum stand

h noti

uire data 
y and, in c

ligence tools 

each plan 

espond to dat

eport to a DPO

The Ge

s will be requ

ere the breac

would likely r

standards, but
dard. 

ificatio

breach n
certain cir

which recogn

ta breach 

O internally 

eneral Data Pr

ired to notify:

ch would likel

result in a hig

t recognises 

on 

notificatio
rcumstan

nise data bre

rotection Regu

 

y result in the

gh risk to thei

and encourag

n to an o
nces, to a

ach in real tim

ulation: Three 

e risk to the ri

r rights and fr

ges the use o

organisati
affected in

me 

months to go 

ights and free

reedoms – w

of standards. 

on’s lead
ndividuals

 Reed Smith

edoms of 

ithout undue

ISO 27001 

d data 
s.  

  07 

e 



 

08  Reed Smith  The General Data Protection Regulation: Three months to go  

Cross-border transfers 

International transfers under the GDPR can take place on the following bases: 

Adequacy decisions 
If the European Commission has adopted a decision that the third country, territory or sector involved in the transfer 
provides an ‘adequate’ level of protection for the data being transferred, data may flow freely between the EEA and 
country, territory or sector. 

Appropriate safeguards 
• Model clauses 

Model contractual clauses approved by the European 
Commission may be used in order to legitimise 
transfers between the contracting parties.   

• Binding corporate rules 
Binding corporate Rules (“BCRs”) are explicitly 
recognised in the text of the GDPR, which infers a level 
of legitimacy. BCRs are a method of legalising the 
international transfer of personal data within a group of 
companies, and are available for both controllers and 
processors. 

• EU codes of conduct  
The GDPR provides that approved codes of conduct, 
along with binding and enforceable commitments of the 
controller or processor, may be used. No such codes of 
conduct have yet been approved. 

• EU certification 
The GDPR also provides for approved certification 
mechanisms to be used as a basis for data transfers, 
along with binding enforceable commitments with the 
controller or processor. No such certification 
mechanisms have yet been approved. 

Specific derogations 
• Explicit consent 

• Contract performance 

• Public interest 

• Legal claims 

• Vital interests 

• Public source 

  

Under the GDPR, data transfers to countries outside of the European Economic 
Area (EEA) remain subject to restrictions. Restrictions also apply to “onward 
transfers” of data from an importer to another third country or organisation.  
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London 

 

 

 

Paris 

 

Our global team 

As part of the IP, Tech & Data group, our IT, Privacy and Data Security team 
brings strength and increased connectivity in today’s information economy by 
developing a collaborative, cross-discipline practice focusing on data security, 
information governance, technology, and intellectual property services. We have 
included below details of our key contacts around the world. Our global team 
consists of over 90 lawyers across our offices in Europe, the United States, Asia 
and the Middle East. 

 

 Cynthia O’Donoghue 
Partner 
International Head, IP, Tech & Data 
London 
+44 (0)20 3116 3494 
codonoghue@reedsmith.com 

 

 

 Philip Thomas 
Partner 
London 
+44 (0)20 3116 3526 
pthomas@reedsmith.com 

 

 Katalina Bateman 
Associate 
London 
+44 (0)20 3116 2866 
kbateman@reedsmith.com 

  Karen Lust 
Associate 
London 
+44 (0)20 3116 3925 
klust@reedsmith.com 

 

 John O’Brien 
Associate 
London 
+44 (0)20 3116 3485 
jobrien@reedsmith.com 

 

 

 Curtis McCluskey 
Associate 
London 
+44 (0)20 3116 3467 
cmccluskey@reedsmith.com 

 

 Kirill Albrecht 
Associate 
London 
+44 (0)20 3116 3476 
kalbrecht@reedsmith.com 

 

 

 Ellie Brooks 
Associate 
London 
+44 (0)20 3116 3657 
ebrooks@reedsmith.com 

 

 Daniel Kadar 
Partner 
Paris 
+33 (0)1 76 70 40 86 
dkadar@reedsmith.com 

 

 

 Caroline Gouraud 
Associate 
Paris 
+33 (0)1 76 70 40 34 
cgouraud@reedsmith.com 
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Munich 

 

 

Athens 

United States 

 

Thought leadership 
For more insight into the GDPR and other data and technology related matters, please take a look at our blog, the 
Technology Law Dispatch, at: www.technologylawdispatch.com 

Recognition 
Our team has been recognised over a number of years with rankings in both the Chambers and Legal 500 directories.  

"The team is responsive and approachable, very helpful and makes an effort to keep us updated about the latest 
important developments."  Chambers & Partners 2017 

  

 

 Andy Splittgerber 
Partner 
Munich 
+49 (0)89 20304 152 
asplittgerber@reedsmith.com 

 

 

 Thomas Fischl 
Partner 
Munich 
+49 (0)89 20304 178 
tfischl@reedsmith.com 

 

 Christian Leuthner 
Senior Associate 
Munich 
+49 (0)89 20304 191 
cleuthner@reedsmith.com 

 

 

 Friederike Detmering 
Associate 
Munich 
+49 (0)89 20304 111 
fdetmering@reedsmith.com 

 

 Sven Schonhofen 
Associate 
Munich 
+49 (0)89 20304 158 
sschonhofen@reedsmith.com 

    
 

 

 Anthony Poulopoulos 
Partner 
Athens 
+30 (0)210 41 99 423  
apoulopoulos@reedsmith.com 

 

 

 Doretta Frangaki 
Associate 
Athens 
+30 (0)210 41 99 425  
dfrangaki@reedsmith.com 
 

 

 Mark Melodia 
Partner 
Co-Leader, IP, Tech & Data 
New York  
+1 212 205 6078 
mmelodia@reedsmith.com 

 

 

 Bart Huffman 
Partner 
Houston 
+1 713 469 3874 
bhuffman@reedsmith.com 

 

 Gerard Stegmaier 
Partner 
Washington D.C.  
+1 202 414 9293 
gstegmaier@reedsmith.com 
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