REFERENCE GUIDE TO CALIFORNIA’S SHINE THE LIGHT ACT ReedSmith

California Civil Code Section 1798.83, known as the Shine the Light Act, gives consumers the right to obtain an accounting of how, and

to whom, their personal information has been sold in the past year. The Act defines the businesses to which it applies and further provides
specific responsibilities to maintain compliance with the Act. This quick reference guide is a first step for determining if the Act might apply to
you and what your responsibilities might be. This reference guide is only a start, and does not cover all of the specifics under the law, or the
many exceptions that may apply. For example, financial institutions subject to the California Privacy Act may be exempt. Definitions have been
abbreviated in the interests of space. The full text of the Act is available at http://www.reedsmith.com/ca-shine-the-light_privacy.

“Established business relationship” means an ongoing Do you have an established “Customer” means an individual who is a resident of

relationship between a business and consumer, formed by a business rela.ltlons-hlp W_'th apy California who provides personal information to a business
voluntary two-way communication, for the purpose of purchasing, \EukCIRCE CENSUNVEVOTEYE | < ant to an established business relationship, if the
renting, or leasing a product or service or a relationship that was business relationship is primarily for personal, family, or
ongoing within the past 18 months. CA Cw. Cooe § 1798.83(e)(5) household purposes. CA Cw. Cooe § 1798.83(e)(1)

Have you disclosed personal
information in the preceding
calendar year to a third party?

“Disclose” means to disclose, release, transfer, disseminate, or | “Third party” or “third parties” means a separate legal entity

otherwise communicate orally, in writing, or by electronic or any | from the business that has the relationship with the consumer, or
other means, to any third party. CA Cv. Cooe § 1798.83(e)(3) | a business that has access to a shared database used for direct

marketing purposes. A business affiliated by common ownership

“Personal information” means any information that identified, or corporate control is not a “third party.” CA Cv. Cooe § 1798.83()(8)

described, or was able to be associated with an individual.
CA Cw. Cook § 1798.83(e)(7)

v

YES NO |‘ The law does
not apply.

Do you know—or should you Disclosures That Are Not to Third Parties for Their Direct Marketing Purposes

reasonably know—that the m Disclosures for the processing, storage, management, or organization of personal

third party used the personal information, or for the performance of services, if the third party does not use the

information for the third party’s personal information for direct marketing purposes, or disclose the information to
direct marketing purposes? additional third parties. CA Cw. Cooe § 1798.83(d)(1)(A)

m Marketing products or services to customers, if the business already has an
established business relationship with the customer, and the business does not

“Direct marketing purposes” means disclose personal information to third parties for the direct marketing purposes of
the use of personal information to market those third parties. CA Cw. Cooe § 1798.83(d)(1)(B)
products or services directly to individuals m Jointly providing a product or service with a third party, pursuant to a written

for their personal, family or household agreement, subject to certain requirements. CA C. Coor § 1798.83(d)(1)(E)

use. Certain exemptions apply, including
for charitable and political solicitations.
CA Cw. Cooe § 1798.83(e)(2)

| Disclosures to a third party when the third party receives personal information solely
as a consequence of obtaining permanent ownership of accounts that might contain
personal information. CA Cw. Cooe § 1798.83(e)(2)(C)

W There are additional exceptions that relate to disclosures associated with: transaction
processing; maintaining or servicing credit accounts or affinity programs; principal-
agent relationships; consumer reporting agencies; public records requests; religious
organizations; and government funding. CA Cw. Cooe § 1798.83(a)-(e)

YES NO

The California Shine What does that

the Light Act may apply. mean?

(see other side)
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The Law Applies: What Do You Need To Do?
Consider an Alternative to Providing Accountings
m [f the Act applies, you can satisfy it:

m With a published policy that you will obtain opt-in consent before sharing personal information with third parties for direct
marketing purposes or that you will provide a cost-free method to opt-out. CA Cw. Cooe § 71798.83(c)(2).

| If you are subject to the Gramm-Leach-Bliley Act (“GLBA”), by complying with the disclosure requirements in GLBA.
CA Cw. Cope § 1798.83(b)(2).

| |f the Act applies, and you do not adopt an opt-in or opt-out policy, you must designate an approved method for
customers to request an accounting and provide an accounting on demand.
Designate a Method for Customers to Request an Accounting

| If you choose to provide accountings instead of adopting an opt-in or opt-out policy, you must designate a mailing address,
electronic mail address, or toll-free phone number or fax, to which customers may deliver a request for an accounting.

B You must additionally do at /east one of the following to help facilitate customer requests:

| If you have employees who regularly have customer contact, notify all agents and managers who supervise these
employees of the designated address or phone number for making an accounting request, and notify them that
employees should be instructed to comply with customer requests for this information. CA Civ. Cope § 1798.83(b)(1)(A).

B Add a section or a link to the homepage of your website entitled, “Your Privacy Rights.” The first page of the link shall
describe the customers’ rights and provide the designated contact information for the request of an accounting. Detailed
content and formatting requirements are provided by the Act. CA Cw. Cooe § 1798.83(b)(1)(B).

B Make the designated contact information readily available upon request of a customer at every place of business in
California where the business or its agents have regular customer contact. CA Cv. Cooe § 1798.83(b)(1)(C).

How to Provide an Accounting
W If you choose to provide accountings instead of adopting an opt-in or opt-out policy, you must provide accountings on demand.

m You must inform the requesting customer, in writing or by electronic mail, of all the categories of personal information that
you disclosed to third parties, for those third parties’ direct marketing purposes, within the past calendar year. CA Cw. Cooe
§1798.83(a)(1).

m You must inform the requesting customer, in writing or by electronic mail, of the names and addresses of all the third parties
who received personal information, for direct marketing purposes, within the past calendar year. CA Cv. Cooe § 1798.83(a)(1).

m The response to a request for an accounting shall be made within 30 days upon receipt of the request, if made through the
designated channels. Otherwise the response shall be within a reasonable time, but no more than 150 days. CA Cw. Cope
§ 1798.83(b)(1)(C).

m A consumer has the right to an accounting only once per calendar year. CA Civ. Cooe § 1798.83(c)(1).

Resources
m California Office of Privacy Protection — http://www.privacyprotection.ca.gov/
m Shine the Light Act and other privacy statutes — http://www.reedsmith.com/ca-shine-the-light_privacy
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